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This listing of claims will replace all prior versions and listings of claims in the

application:

Listing' of claims:

1-90. (Canceled)

91. (Cu:rrently‘amended) A load module_embodied on a computer-readable

medium, the load module compnsrng _
a load module header lncludlng a publlc portlon and a private portion;

&l S | said public portion including identification information and information

. describing at least one aspect ofa hardware or software platform on which said load - -
module is designed to execute; , | 4
, said pnvate portlon |nclud|ng at least one correlatlon tag mcludmg
mformatnon used to determine whether a method has authorization to call or load the -

Ioad module; and
a load module body, mcludmg
executable programmlng specnfymg that information relatrng to a use of
the Ioad module be communicated to a remote srte and ,
a reference to data, at least some of said data belng assocuated with or.

used by said executable programmmg

92. (Previously presented) The Ioad:modljle of Claim 91, in which "s'aid at least
" one aspect includes the, Ievel or degree of security present or avallable on such

platform.

93, (Currently amended) The Ioad module of Claim 91, in Wthh said at least one

| aspect mcludes thea type of computer



.\: : .
. i . ]

PATENT

‘Appin. No. 09/870,801 o | | Customer No. 22,852
Amdt. dated March 26, 2004 - _' Attorney Docket No. 7451.0001-18000
Reply to Office action dated Sept. 26, 2003 InterTrust Ref. No.: IT-5.2.1.1 (US)

94. (Currently amended) The load module of Claim 91, rn which said at Ieaet one

aspect includes thea type of eoﬁware,runn_ing on such platform.

95. (Previously presented) The load module of Ciaim 91, in which said at ieast

.one aspect includes one or more computer languages recognized by said platform.

- | ~96. (Currently amended) An operatlng system embodred ona computer—readable
] o | medlum, compnsmg ‘ _
E) - 'component assembling programmlng WhICh assembles a piurality of elements into a
‘ },\/ component, said component assembling programming including;
| '('a)» validat'ion programming used to validate said elements, said validation _
-programming including: - | |
(1) tag checking programmlng used to check the identity, validity or
“integrity of elements by comparing tags incorporated in said elements to expected
values; and j , -
(2) element identification and referencing programming; and
(b) communications programming used to communlcate at least one result of
said tag comparison to a remote site; and '
‘an object swrtch which controls and communlcates objects, sald object switch mcludrng
‘one or more stream interfaces; and |
~ a container manager used to manage secure 'Containers.

97. (Currently amended) The operatrng system of Clalm 96, in which:

said operatlng system is designed to operate: correctly with applications programs

written to run on one or more versions of a conventionalthe:Misresoft Windows

operating -slys-tem, _

98. (Previously presented) The operating system of Ciaim 96, in whieh:

said operating.system runs in a processing environment; and
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said operating system i_hctudes at'least one added cor_nponent"delive,red at some point

after the initial installation of said operating system at said processing environment.

99. (Previously preé_ented) The operating system of Claim 98, in which:

~said added cOmpone_nt provides scalability to said operating system.

100. (Previously presented) The operating,syStem of Claim 98, in which:

- . 's'aid‘added component comprises a component assembly made up of a plurality of

elements. -

101. (Previbusly_presented) The operating system of Claim 96 said operating
~ system further comprising: ' : - |
channel definition programming which sets up and initializes channels in which -

component assemblies are assembled. .

- 102. (Previously presented) The operating system of Claim 96, in ’which:__ |
said cdmpbnent assembling 'program includes 'prbgrammin'g which checks said
components for information regarding the manner in which said components are

‘designed to be assembled into a'co'rhp’onent assembly,
. said programmlng requmng that sald components only be assembled in the manner

specuf ied by said lnformatlon

103. (Currehtly amended) The operating system of Claim 96, in which: -
said tag checking programming i mcludes companson programmlng which compares the
contents of thea. publtc tag associated with an element with the contents of a private tag

assomated with that element

L

104. (Previously presented) The operating system of Claim 103, in which: |

said comparison programming includes programming which 'decrypts said private tag
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‘prior to said comparison.

105. (Previously presented) The operating system of Claim 96, in which:
said. tag checking programming includes comparison programming which compares the
contents of a tag assomated with an element with the contents of a tag assocuated with

a process requesting said element.

106. (Previously presented) The operating system of Claim 105, in which:

\_ | said comparison programming includes programmiiig WhICh decrypts saidtag
& associated with said element prior to said companson :
' Ob | 1,_0,7. (Previously'presented) The operatihg syetem of Claim 96, in:which::

said tag checking programming includes comparison prog'rarr_lming which
compares the contents of a tag associated with-an element with the contents of a tag
stored in a eecure;processing unit; ,- o

said comparison designed to determine whether said tag associated with said -
element is the same as the tag most recently assigned to said element by said secure

processmg unit.

1108. (Previously presented) The opefating system of Claim 96, further
comprising: g '
~ e-mail management programming.

- 109. (Pre'viously presented) The operating system of Claim 108, in wﬁic_h:
said e-mail management programming includes programming which recognizes and

controls secure e-mail or secure e-mail attachments.

110. (Previously presented) The operating system of Claim 109, in which:_

said e-mail management programming includes programming which routes secure e-
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mail or secure e-mail attachments to a secure memory location.

111. (Previously preéentéd) The operating system of Claim 96, further
comprising: ’ ’ ‘
-an object repository manager.

112. (Previously presentéd) The ope"rating‘ system of Claim 111, in which:
~ said object repository manager'provid‘es services relating to access to an objéct

repository.

113. (Previously presented) Th_e operating system of Claim 96, in which:
Obm‘"/ " said validation programming includes certiﬁ‘cat'e programming which checks digital
' certificates associated with said elements. ' -

114. (Previously presented) The operating system of Claim 113, in which:
said certificate programming includes programming which compares an expiration date

on at least some of said digital certificates with the current date. _

115. (P'reviouslsy presented) The operating system of Claim 113, in which:
said certificate programming includes programming which extracts one or more keys _
from at Ieast_ one of éaid digital beftiﬁcates and uses said one or more keys to decrypt :
“information associated with the digital certificate from Which said one or more keys was

extracted.
116. (Previously presented) The operating system of Claim 96, in which:
said object switch includes a stream router which includes programmlng which

routes streams to and from said stream mterfaces

117. - (Previously presented) The operating system of _Claim 96, in which:
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said one or more stream interfaces include at least one real time stream interface.

1.18 (Prewously presented) The operatmg system of Clalm 117, in which:
said real tlme stream interface includes programmlng designed to accept and route rea|

. time data stream mformatlon

4 119. (Prevuously presented) The operatlng system of Claim 101 in which:
| ~said channels further serve to pass events to methods and Ioad modules 'specified to

] _ ~ process the events
@) m\-‘/ | - - 120. (Previously presented) The operatlng system of Cla|m 96 in WhICh _
said component assembllng programmlng includes programmlng which uses a

blueprlnt in said component assembly process.

121. (Curre‘ntly amended) A oomponent assembly embodied on a computer

readable medium, comprising:

a first load module and a second Ioad module each |oad module comprlsmg
a load module header, made up of a publlc portlon and a private portlon
: sald public portlon |nclud|ng rdentlflcatron information and information
: descrlblng at least one aspect of a hardware or software platform on which said load
~module is designed to execute; _
’ ~said private portion including at least one correlatlon tag |nclud|ng
: :|nformat|on used to determine whether a method has authorlzatlon to call or Ioad the
load module and _ '
a load module body, '_including:
' eiéCutable programming; and
"a reference to data, at least some of said data being assomated with or
used by said executable programmlng, ' '

said first load module executable programmmg mcludrng programmlng requurung
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the storage of audit information relating to use of the compo_ne'nt assembly.

122.  (Previously presented) The component assembly of Claim 121, in which

said at least one aspect includes the level or degree of security present or available on

- such platform.

123. (Currently amended) The component assembly of Claim 121, in WhICh

said at Ieast one aspect includes thea type of computer.

124. (Previously presented) The component assembly of Claim 121, in which

said af least oné‘aspect includes the type of software 'funning on such platform.

125. (Previously presented) The component assembly of Claim 121, in which
said at least one aspect includes one or more computer languages recognized by said

platform.

126. (Currently amended) A componeht assembly embodied on a computer

readable medium, comprising:

a first load madule and a second load module, each load module comprising:
a load module header, made up of a pubhc portion and a private portion;
v_ said public portlon lncludlng identifi catlon mformatlon
‘said private portion mcludlng at least one correlation tag and mformatlon
on the stack size used by or reqwred by said load module, said correlation tag including
mformatlon used to determine whether a method has authorization to call or Ioad the
load module; and
a load module body, including:
executable programmmg, and
a reference to data, at least some of said data being assomated with or

used by said executable programming,
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said first load module exeCutabIe programming including- progra'mming requiring
the storage of information unrquely |dent|fy|ng a device at which sald component

assembly is stored

127. (Currently amended) A component assembly embodled on a computer

readable medrum comprrsrng

a first Ioad module and a second load module, each load module comprising:
a load module header made up of a public portion and a prlvate portion;
. said publrc portion including identification information;
B . ~said private portlon lncludlng at Ieast one correlatlon tag, and an access
B &‘ | tagk, said access tag berng made up of at Ieast two fi elds,_ each of which can be .
_ E accessed and used separatelyand said correlation tag including information used to |
_. OD(H/ o determlne whether a method has authorization to call or load the Ioad module and-
a load module body, including:
executable programming; and
a reference to data at Ieast some of said data being associated wrth or
used by said ex_ecutable programmlng, v
. said first load module executable programming including programming requiring
: communrcatlng a unique |dent|f catlon for a devrce at which said component assembly is

stored toa remote locatlon

128. (Currently amended) A computer processnng system compnsnng

a processmq umt operable to execute computer proqrammlng whereln the

computer moqrammlnq comprises:

a component assembler which assembles‘ a plurality of elements into a
component assembty,.said plurality of elements each'including at least one tag, said
component assembler including a-validator that validates ea_ch of said plurality’of
elements, ’sa'id validator includi'ng a tag checker that checks at least one of: (a) the

identity, (b) the validity aador (c) the integrity, of said plurality of elements b)r comparing
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said tags incorporated in said plurality of elements to expected values; and _
an object switch coupled to said component assembler, said object sWit_ch -

including: ,
1/ l B E (a) a stream router that communlcates component assemblies;
Uy k N (b) one or more stream interfaces coupled to said stream router;
O/G(\ (c) a container manager that, in use, manages said component assemblies; and

(d)an object switch interface that interfaces said object switch with satd
| component assembler and
a communications module Wthh Cummunlcates a unique ldentrf ier of the
computer processmg system or a user of the computer processing system to a remote

s L -Iocanon
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